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COMPUTER SYSTEM ACCESS AGREEMENT

NAME ​​







DEPARTMENT 






I agree to abide by the following terms when obtaining a password, or receiving access, to any computerized information system at University of Maryland Medical Center Midtown Campus (UMMC Midtown Campus). Violation of any of the following terms may result in disciplinary action up to and including immediate termination of employment (or discontinuance of contract if you are not a UMMC Midtown Campus employee).

1) I will not willfully disclose any PASSWORD to any other person.

2) I will not permit other to view the entry of my PASSWORD on the terminal. 

3) I will not use any PASSWORD to which I am not expressly assigned. 

4) I will request forced expiration of my PASSWORD when I have a reason to believe it has been compromised. 

5) I will not give my ID badge to anyone else to use to sign me in or out of the time and attendance system. 

6) I will not give my ID badge to anyone else to use to access restricted areas of the Hospital. 

7) I will only use my password to access patient or business information when I have an expressed “need to know” as part of my job responsibilities. This includes the understanding that I may not access my own, or my family members or friends, personal medical, or anyone that I know that is not currently under my care. 

My signature below signifies that I understand the importance of the proper use of my password/ID badge and the ramifications of misuse. 

Signature







Date
